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People

Components of an information system

Data

Software

Hardware
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Cybersecurity: 
a technology 
issue?
We already have plenty of 

cybersecurity technologies…

… are we okay then?

Source: Optive Cybersecurity 

Landscape Map
https://www.optiv.com/sites/default/files/2024

-07/Cybersecurity-Landscape-Map-2024.pdf
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IT vs «the real world»: clash of cultures

These license terms are an agreement between you and Microsoft Corporation (or one of its affiliates). They 

apply to the software named above and any Microsoft services or software updates […] IF YOU COMPLY 

WITH THESE LICENSE TERMS, YOU HAVE THE RIGHTS BELOW. BY USING THE SOFTWARE, YOU 

ACCEPT THESE TERMS.

DISCLAIMER OF WARRANTY. THE SOFTWARE IS LICENSED “AS IS.” YOU BEAR THE RISK OF USING IT. 

MICROSOFT GIVES NO EXPRESS WARRANTIES, GUARANTEES, OR CONDITIONS. TO THE EXTENT 

PERMITTED UNDER APPLICABLE LAWS, MICROSOFT EXCLUDES ALL IMPLIED WARRANTIES, 

INCLUDING MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

LIMITATION ON AND EXCLUSION OF DAMAGES. IF YOU HAVE ANY BASIS FOR RECOVERING DAMAGES 

DESPITE THE PRECEDING DISCLAIMER OF WARRANTY, YOU CAN RECOVER FROM MICROSOFT AND 

ITS SUPPLIERS ONLY DIRECT DAMAGES UP TO U.S. $5.00. YOU CANNOT RECOVER ANY OTHER 

DAMAGES, INCLUDING CONSEQUENTIAL, LOST PROFITS, SPECIAL, INDIRECT, OR INCIDENTAL 

DAMAGES.
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Source: MICROSOFT SOFTWARE LICENSE TERMS

License conditions applied to Microsoft Windows Server 2022

Microsoft software license terms for 

MICROSOFT.WINDOWSSERVER.SYSTEMINSIGHTS | Microsoft Learn

https://learn.microsoft.com/en-us/legal/windows-server/system-insights-eula
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Under these terms, would you buy…
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Unforeseen consequences of cyber attacks
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https://www.theguardian.com/technology/2015/nov/26/hack

ers-can-hijack-wi-fi-hello-barbie-to-spy-on-your-children
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Unforeseen consequences of cyber attacks
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CVE ID Nome CVSS

CVE-2023-30351 Remote access via hard-coded credentials 7.5 HIGH

CVE-2023-30352 RTSP feed access via hard-coded credentials 9.8 CRITICAL

CVE-2023-30353 Unauthenticated RCE 9.8 CRITICAL

CVE-2023-30354 Physical access and WiFi credentials disclosure 9.8 CRITICAL

CVE-2023-30356 Missing support for Integrity Check 7.5 HIGH
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Unforeseen consequences of cyber attacks
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Unforeseen consequences of cyber attacks
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VS

Jeep Cherokee (2014) https://www.youtube.com/watch?v=MK0SrxBC1xs

Remote to local vulnerable software running on the Infotainment 

system and reachable from the Internet

Lateral movement from the infotainment system it is possible to 

inject spoofed data that is used by other Electronic Control Units 

to perform many functions (including ADAS)

Reversing black box analysis of communications among all 

Electronic Control Units to identify ways to interfere with ADAS

Remote control fake data sent to safety-relevant Electronic 

Control Units from a laptop connected to the Internet, hundred of 

km away from the target

Impact … engine shutdown, partial control of the steering wheel, 

disengaging the brakes, …
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Cybersecurity → Safety

You don't mess around with safety:

● it’s not something you “patch” onto a 

product

● nor something to be ignored during 

design

… otherwise, you will not be able to sell 

your product!

● type-approval regulations

● CE marking

● legal obligations
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IL PRESIDENTE DELLA REPUBBLICA

Vista la direttiva 2006/42/CE del Parlamento europeo e del

Consiglio, del 17 maggio 2006, relativa alle macchine […]

E M A N A

il seguente decreto legislativo:

ART. 1

1. Le norme del presente decreto legislativo si applicano ai

seguenti prodotti […]:

a) macchine;

b) attrezzature intercambiabili;

c) componenti di sicurezza;

d) accessori di sollevamento;

e) catene, funi e cinghie;

f) dispositivi amovibili di trasmissione meccanica;

g) quasi-macchine.
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In the automotive domain…
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Cybersecurity trickles down the whole supply chain

18

Cybersecurity, Businesses, Institutions: a Holistic Approach



A
 s

n
ea

k
 p

ee
k

 t
o

 t
h

e 
IS

O
/S

A
E

 2
14

34

19

Cybersecurity, Businesses, Institutions: a Holistic Approach



And the 
automotive 
domain is not an 
exception…
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Radio Equipment Devices

● Cybersecurity requirements for any device that 

connects to a computer network via radio frequency 

communications (any form)

● It comes into force in Italy in August 2025!
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… standard, direttive, regolamenti …
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… standards, directives, regulations …
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… standards, directives, regulations …
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The roles of institutions

• Change people’s perception 
of cybersecurity

Force a 
cybersecurity-by-
design approach

• Change people’s perception 
of the impact of cyber attacks

Force a 
cybersecurity 
management 

approach

• Through viral cybersecurity 
requirements that are passed 
down the supply chain

Force
cybersecurity 

improvements for 
whole industrial 

sectors
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Will it work?
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Hopefully so!

It worked quite well in the financial

sector…

It is working in the automotive 

sector…

Will it be easy and painless?

Probably not… 

It wasn’t for the financial sector. 

It isn’t for the automotive sector.
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